Mursley Parish Council
IT and Data Protection Policy
Adopted: at Mursley Parish Council Meeting 10.11.25
1. Purpose
This policy sets out how Mursley Parish Council ensures the secure, lawful, and effective use of its digital devices, information technology (IT) systems, and data. It is designed to:
- Protect council information and assets.
- Ensure compliance with UK data protection legislation, including the UK GDPR and Data Protection Act 2018.
- Promote good practice in the use of digital devices, email, internet, and electronic records.
2. Scope
This policy applies to:
- All councillors, employees, contractors, and volunteers who use council IT resources or handle council data.
- All devices used to access council information (including laptops, desktops, tablets, and mobile phones), whether owned by the council or personally owned but used for council business.
3. Acceptable Use of IT
- Council-owned devices must only be used for legitimate council business.
- Personal devices used for council business must be kept secure (e.g., strong passwords, screen locks, up-to-date software).
- Council email addresses must be used for official correspondence where available.
- Access to council systems must be protected by secure passwords and not shared.
- Inappropriate, illegal, or offensive use of IT systems is prohibited.
4. Security Measures
- Devices must have up-to-date antivirus software and regular security updates installed.
- Confidential or personal data must not be stored on unsecured personal devices.
- Data must be backed up regularly and stored securely.
- Lost or stolen devices must be reported to the Clerk immediately.
- When councillors or staff leave office, their access to council IT systems will be withdrawn.
5. Data Protection Compliance
Mursley Parish Council is committed to complying with the seven data protection principles under UK GDPR:
1. Lawfulness, fairness, and transparency
2. Purpose limitation
3. Data minimisation
4. Accuracy
5. Storage limitation
6. Integrity and confidentiality
7. Accountability
6. Rights of Individuals
The council recognises the rights of individuals under data protection law, including the right to access their data, request correction, request deletion, restrict processing, and object to use. Requests will be managed by the Clerk and responded to within statutory timeframes.
7. Data Breaches
Any suspected data breach (loss, unauthorised disclosure, or access) must be reported immediately to the Clerk. Serious breaches will be reported to the Information Commissioner’s Office (ICO) within 72 hours where required.
8. Training and Awareness
All councillors and staff will be made aware of this policy and provided with guidance on good IT security and data protection practices.
9. Review
This policy will be reviewed annually or sooner if required by changes in legislation, guidance, or council practice.

Adopted by Mursley Parish Council on: [Insert Date]
Review Date: [Insert Date]

Signed: ________________________ (Chair)
Signed: ________________________ (Clerk)


Mursley Parish Council
IT Acceptable Use Guide
(Quick Reference for Councillors & Staff)
This guide summarises your responsibilities when using digital devices and handling council information. It supports the full IT & Data Protection Policy.
✅ Do
- Use council email addresses for council business.
- Keep devices (laptops, phones, tablets) secure with strong passwords and screen locks.
- Ensure software and security updates are installed promptly.
- Store council documents only in approved, secure locations.
- Report lost/stolen devices or suspected breaches immediately to the Clerk.
- Respect confidentiality – share personal data only when necessary and lawful.
- Dispose of records securely (e.g., shredding, secure digital deletion).
❌ Don’t
- Share your login details or passwords.
- Use council IT resources for personal or commercial gain.
- Download unlicensed software or access harmful/inappropriate content.
- Store personal data longer than necessary.
- Use personal email or social media for council business (unless agreed and secure).
Your Rights & Duties
- Data protection law gives individuals rights over their personal data.
- The Council must comply with the seven data protection principles: lawful, fair, limited, minimal, accurate, time-limited, and secure.
- Breaches must be reported immediately – delays increase risk.

Remember: You are a custodian of council data. Safe, lawful use of IT protects the council, residents, and you.
For questions or clarification, contact the Clerk.
